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Parsers are everywhere!
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xs = map(int, s.split(","))

[1,2,3]

"1,2,3"  
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❌

xs = map(int, s.split(","))

""  
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[12,304]

xs = map(int, s.split(","))

"+01_2,3_0_4 "  
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xs = map(int, s.split(","))

       "1,2,3"   →   [1,2,3]   ✅


"+01_2,3_0_4 "   →   [12,304]  ✅


            ""   →   ❌


                 ⋮
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s → int ∣ int , s
int → space* sign? digit (_? digit)* space*

digit → 0 ∣ 1 ∣ 2 ∣ 3 ∣ 4 ∣ 5 ∣ 6 ∣ 7 ∣ 8 ∣ 9
sign → + ∣ -

space → ⎵ ∣ \t ∣ \n ∣ \v ∣ \f ∣ \r

       "1,2,3"   →   [1,2,3]   ✅


"+01_2,3_0_4 "   →   [12,304]  ✅


            ""   →   ❌


                 ⋮

xs = map(int, s.split(","))
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The Need for Grammars
• Program Comprehension & Documentation


• high-level data-centric perspective

• diverse notations: regex, ABNF, PEG, state machine, railroad diagram,…


• Fuzzing

• systematically generate random test inputs

• grammar-based fuzzers can penetrate into deep program states (past syntactic checks)


• Language-Theoretic Reasoning

• safety of parsers is connected to theoretic properties (e.g., computability bounds)

• input languages should be minimally powerful

• https://langsec.org [LANGSEC] regards the Internet insecurity epidemic as a 

consequence of ad hoc programming of input handling […]
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xs = map(int, s.split(","))

Parser : Grammar  ≈  Function : Type

s → int ∣ int , s
int → space* sign? digit (_? digit)* space*

digit → 0 ∣ 1 ∣ 2 ∣ 3 ∣ 4 ∣ 5 ∣ 6 ∣ 7 ∣ 8 ∣ 9
sign → + ∣ -

space → ⎵ ∣ \t ∣ \n ∣ \v ∣ \f ∣ \r
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xs = map(int, s.split(","))

[Int]

String

Type Inference
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xs = map(int, s.split(","))

[Int]

s → int ∣ int , s
int → space* sign? digit (_? digit)* space*

digit → 0 ∣ 1 ∣ 2 ∣ 3 ∣ 4 ∣ 5 ∣ 6 ∣ 7 ∣ 8 ∣ 9
sign → + ∣ -

space → ⎵ ∣ \t ∣ \n ∣ \v ∣ \f ∣ \r

String {  }

✨ Grammar Inference ✨
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Toward Grammar Inference



The Chomsky hierarchy

Language

Grammar Machine

L = {anbn ∣ n > 0}

S → aSb
S → ε

i = 0

while s[i] == ‘a': 

  i = i + 1

n = i

while i < len(s):

  assert s[i] == 'b' 

  i = i + 1

  n = n - 1

assert n == 0
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The Chomsky hierarchy

01  import math

02  

03  while True:

04    line = input("enter 3d vector: ")

05    xs = line.split(",")

06    if len(xs) == 3: break

07    else: print("please try again.")

08  

09  [x,y,z] = map(int, xs)

10  n = math.sqrt(x**2 + y**2 + z**2)

11  print(f"vector length: {n}")
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The Chomsky hierarchy

01  import math

02  

03  while True:

04    line = input("enter 3d vector: ")

05    xs = line.split(",")

06    if len(xs) == 3: break

07    else: print("please try again.")

08  
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The Chomsky hierarchy

01  import math

02  

03  while True:

04    line = input("enter 3d vector: ")

05    xs = line.split(",")

06    if len(xs) == 3: break

07    else: print("please try again.")

08  

09  [x,y,z] = map(int, xs)

10  n = math.sqrt(x**2 + y**2 + z**2)

11  print(f"vector length: {n}")

Intuition: Parsers are Embedded Machines
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01  import math

02  

03  while True:

04    line = input("enter 3d vector: ")

05    xs = line.split(",")

06    if len(xs) == 3: break

07    else: print("please try again.")

08  

09  [x,y,z] = map(int, xs)

10  n = math.sqrt(x**2 + y**2 + z**2)

11  print(f"vector length: {n}")

Ad Hoc Parser Source Code

Vision: Automatic Grammar Inference

W*
+

-

_

D* W*

, intint

n − 1

ε

n = 3

Language Model

s → int ∣ int , s
int → space* sign? digit (_? digit)* space*

digit → 0 ∣ 1 ∣ 2 ∣ 3 ∣ 4 ∣ 5 ∣ 6 ∣ 7 ∣ 8 ∣ 9
sign → + ∣ -

space → ⎵ ∣ \t ∣ \n ∣ \v ∣ \f ∣ \r

Grammar

Visualization

splitpy : {d : 𝕊 ∣ len(d) ≥ 0} → s : 𝕊 → {l : [𝕊] ∣ len(l) ≥ 1 ∧ s = l0 ⋅ Πlen(l)−1
i=1 (d ⋅ li)}

intpy : {s : 𝕊 ∣ s = W* ⋅ (+ |-)? ⋅ D ⋅ (_? ⋅ D)* ⋅ W*} → ℤ

Source Function Specifications

λs.

  let ν1 = splitpy “,” s in

  let xs = map intpy v1 in

  let ν2 = length xs in

  let ν3 = equals 3 v2 in

  assert ν3

Intermediate Representation

Simplification Inference

tv1 : b | p1u †: tv2 : b | p2u ) @v1 : b. p1 ñ p2rv1{v2s SUB-BASE

s2 †: s1 ) CI t1rx2{x1s †: t2 ) CO

x1 : s1 Ñ t1 †: x2 : s2 Ñ t2 ) CI ^ px2 :: s2 ñ COq SUB-FUN

� $ e Õ s ) C1 � $ s †: t ) C2

� $ e Ö t ) C1 ^ C2
CHK-SYN

�pxq “ t

� $ x Õ t ) J SYN-VAR

� $ e Õ x : s Ñ t ) C1 � $ y Ö s ) C2

� $ e y Õ try{xs ) C1 ^ C2
SYN-APP

Refinement Type System

Synthesis

🚧 work in progress 🚧
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New Possibilities



• inferred grammar is always up-to-date


• closely linked to underlying source code

Interactive Documentation NEW

01  def pred(s):

02    ops = r"(=|<|<=|>|>=)"

03    a,o,v = re.split(ops, s)

04    if o[0] == "<" or o[0] == ">":

05      v = eval(v)

06    return p(a,o,v)

 Inferred grammar:

pred → a = v1 | a o v2

a → (Σ\o)*
v1 → Σ*
v2 → eval
o → < |<= |> |>=

01  def pred(s):

02    ops = r"(=|<|<=|>|>=)"

03    a,o,v = re.split(ops, s)

04    if o[0] == "<" or o[0] == ">":

05      v = eval(v)

06    return p(a,o,v)

 Inferred grammar:

pred → a = v1 | a o v2

a → (Σ\o)*
v1 → Σ*
v2 → eval
o → < |<= |> |>=

v1 → Σ*

v1

01  def pred(s):

02    ops = r"(=|<|<=|>|>=)"

03    a,o,v = re.split(ops, s)

04    if o[0] == "<" or o[0] == ">":

05      v = eval(v)

06    return p(a,o,v)

 Inferred grammar:

pred → a = v1 | a o v2

a → (Σ\o)*
v1 → Σ*
v2 → eval
o → < |<= |> |>=

v2 → eval

v2
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Bi-Directional Parser Synthesis

• semantic program transformation via inferred grammar


→ program sketching

NEW

Program 

Sketch

Initial

Grammar

Refined 

Grammar

Refined 

Program

Infer User Manipulation Synthesize

01  def foo(s):

02    i = 0

03    while s[i] == "a"

04      i += 1

foo → a*(Σ\a)Σ*
01  def foo(s):

02    i = 0

03    while i < len(s):

04      assert s[i] == "a"


foo → a*
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• grammar as equivalence class over concrete implementations


→ detecting code clones of ad hoc parsers


→ grammar-enhanced semantic code search

Mining & Learning NEW

🔍  s -> int | int , s

Viewer.py                                         2 matches  |  Python


640     ranges = self.find_ranges()

641     split = str.split

642     point = map(int, split(self.text.index(CURRENT), ‘,’))

643     for start, end in ranges:

644       startv = map(int, split(start, ‘,’))

transformScriptTags.ts                           1 match  |  TypeScript


122      return null;

123    }

124    return rawValue.split(“,”).map(item => parseInt(item));

125  }

126
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Mining & Learning
• learn how implicit input specifications evolve over time


→ grammar-aware semantic change tracking

NEW

🤖 ⚠ Merging #420 (6a36b23) into main (224b18b) will change 
the input grammar of a function.

18 18   def baz(s):

19    -   i = 0

   19 +   i = 1

20 20     while s[i] == "a"

21 21       i += 1

22 22     assert s[i] == "b"

Before:


baz → a*b
After:


baz → Σa*b
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Future Plans

🕵  mining study of ad hoc parsers in the wild


🔮  grammar inference via refinement types of simplified parsing IR


∀x  proving soundness of simplification and inference steps


🎯  evaluation on corpus of curated ad hoc parser samples


🤖  large-scale mining study of inferred grammars


🙆  user studies on grammar comprehension

ongoing

tbd

tbd

tbd

tbd

ongoing
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